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Presentation 
Outline

• Basics of  CM Bi f ids

• Organizing information from the cr ib

• Reconstructing primary/secondary 
keysquares

• Problem for you to work on

• Extending the method to other c ipher 
types
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CM Bifid Encryption

3

1 2 3 4 5 1 2 3 4 5

1 e x t r a 1 N C D R S

2 k l m p o 2 O B F Q U

3 h w z q d 3 V A G P W

4 g v u s i 4 E Y H M X

5 f c b y n 5 L T I K Z

t h e a r l y b i r d g e t

1 3 1 1 1 2 5 5 4 1 3 4 1 1

3 1 1 5 4 2 4 3 5 4 5 1 1 3

D N C I N K Q K D E D K L D

Primary Secondary
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t h e e a r l y b i r d g e

1 3 1 1 1 1 2 5 5 4 1 3 4 1

3 1 1 1 5 4 2 4 3 5 4 5 1 1

D N N F N S Y Z E P R W X N

8/19/23



CM Bifid Decryption: known keysquares

Solving Conjugate Matr ix  Bi f ids 8/19/23 4

1 2 3 4 5 1 2 3 4 5

1 e x t r a 1 N C D R S

2 k l m p o 2 O B F Q U

3 h w z q d 3 V A G P W

4 g v u s i 4 E Y H M X

5 f c b y n 5 L T I K Z

S E P Z W X Z D D S G N S Z

1 5 4 1 3 4 5 1 3 1 3 1 5 3

5 3 5 4 5 5 5 3 1 1 1 5 5 5

a b i r d i n t h e h a n d

1 2 3 4 5 1 2 3 4 5

1 e x t r a 1 N C D R S

2 k l m p o 2 O B F Q U

3 h w z q d 3 V A G P W

4 g v u s i 4 E Y H M X

5 f c b y n 5 L T I K Z

S E P Z W X Z D D S G N S Z

1 5 4 1 3 4 5 1 3 1 3 1 5 3

5 3 5 4 5 5 5 3 1 1 1 5 5 5

a b i r d i n t h e h a n d



Known plaintext for a given block of ciphertext
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S E P Z W X Z a b i r d i n

S1 S2 E1 E2 P1 P2 Z1 a1 b1 i1 r1 d1 i1 n1

Z2 W1 W2 X1 X2 Z1 Z2 a2 b2 i2 r2 d2 i2 n2
=

S1 = a1
Z2 = a2
S2 = b1
W1 = b2

.

.
Z2 = n2
etc.

Where:
1 refers to row coordinate
2 refers to column coordinate



Objective was to avoid tableaus like this
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t a e V P G F
m o r Y C T B
l d n W A

U N I
f g
i S

L

s D

8/19/23



Sample CM Bifid Con
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CKNNTDRU BKQMIKCW AHGFFYRX CYBUTGNB CDIGHVZW AYGERVCE WVHCAMNR

ETCLICVK QYQYVEXH OVIAHDWX MNXBASCV YKARVDZW EYMFLVNE CONEZHZL

QFTFXGFG CKMGOKYU KNKNDUDR HKVAUCTD AQAAZHMR CKHANDDR BREYZWLV
asignal thatthem apshaveb eenmade

MBDTNHUF CGCLVZXA HVCODDOH IXB

Known period, placed crib:



Write ciphertext and crib in coordinate form
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CKMGOKYU KNKNDUDR HKVAUCTD AQAAZHMR
asignal thatthem apshaveb eenmade

C1 C2 K1 K2 M1 M2 G1 G2 K1 K2 N1 N2 K1 K2 N1 N2 H1 H2 K1 K2 V1 V2 A1 A2 A1 A2 Q1 Q2 A1 A2 A1 A2

O1 O2 K1 K2 Y1 Y2 U1 U2 D1 D2 U1 U2 D1 D2 R1 R2 U1 U2 C1 C2 T1 T2 D1 D2 Z1 Z2 H1 H2 M1 M2 R1 R2

* a1 s1 i1 g1 n1 a1 l1 t1 h1 a1 t1 t1 h1 e1 m1 a1 p1 s1 h1 a1 v1 e1 b1 e1 e1 n1 m1 a1 d1 e1 *

* a2 s2 i2 g2 n2 a2 l2 t2 h2 a2 t2 t2 h2 e2 m2 a2 p2 s2 h2 a2 v2 e2 b2 e2 e2 n2 m2 a2 d2 e2 *

Where:
1 refers to row coordinate
2 refers to column coordinate



Write out the equivalences
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C1 C2 K1 K2 M1 M2 G1 G2 K1 K2 N1 N2 K1 K2 N1 N2 H1 H2 K1 K2 V1 V2 A1 A2 A1 A2 Q1 Q2 A1 A2 A1 A2

O1 O2 K1 K2 Y1 Y2 U1 U2 D1 D2 U1 U2 D1 D2 R1 R2 U1 U2 C1 C2 T1 T2 D1 D2 Z1 Z2 H1 H2 M1 M2 R1 R2

* a1 s1 i1 g1 n1 a1 l1 t1 h1 a1 t1 t1 h1 e1 m1 a1 p1 s1 h1 a1 v1 e1 b1 e1 e1 n1 m1 a1 d1 e1 *

* a2 s2 i2 g2 n2 a2 l2 t2 h2 a2 t2 t2 h2 e2 m2 a2 p2 s2 h2 a2 v2 e2 b2 e2 e2 n2 m2 a2 d2 e2 *

C2 = a1
O2 = a2
K1 = s1
K1 = s2
K2 = i1
K2 = i2

M1 = g1
Y1 = g2
M2 = n1
Y2 = n2
G1 = a1
U1 = a2
G2 = l1
U2 = l2

K2 = t1
D1 = t2
K2 = h1
D2 = h2
N1 = a1
U1 = a2
N2 = t1
U2 = t2

K1 = t1
D2 = t2
K2 = h1
D2 = h2
N1 = e1
R1 = e2
N2 = m1
R2 = m2

H1 = a1
U1 = a2
H2 = p1
U2 = p2
K1 = s1
C1 = s2
K2 = h1
C2 = h2

V1 = a1
T1 = a2
V2 = v1
T2 = v2
A1 = e1
D1 = e2
A2 = b1
D2 = b2

A1 = e1
Z1 = e2
A2 = e1
Z2 = e2
Q1 = n1
H1 = n2
Q2 = m1
H2 = m2

A1 = a1
M1 = a2
A2 = d1
M2 = d2
A1 = e1
R1 = e2



Split into equivalence classes
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C2 = a1
O2 = a2
K1 = s1
K1 = s2
K2 = i1
K2 = i2

M1 = g1
Y1 = g2
M2 = n1
Y2 = n2
G1 = a1
U1 = a2
G2 = l1
U2 = l2

K2 = t1
D1 = t2
K2 = h1
D2 = h2
N1 = a1
U1 = a2
N2 = t1
U2 = t2

K1 = t1
D2 = t2
K2 = h1
D2 = h2
N1 = e1
R1 = e2
N2 = m1
R2 = m2

H1 = a1
U1 = a2
H2 = p1
U2 = p2
K1 = s1
C1 = s2
K2 = h1
C2 = h2

V1 = a1
T1 = a2
V2 = v1
T2 = v2
A1 = e1
D1 = e2
A2 = b1
D2 = b2

A1 = e1
Z1 = e2
A2 = e1  
Z2 = e2
Q1 = n1
H1 = n2
Q2 = m1
H2 = m2

A1 = a1
M1 = a2
A2 = d1
M2 = d2
A1 = e1
R1 = e2

C2,  a1,  h2,  G1,  N1,  H1,  V1,  A1,  D2,  e1,  n2,  b2,  A2,  Y2,  b1,  d1



List splits into eleven classes
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a: a1, b1, b2, d1, e1, h2, n2, A1, A2, C2, D2, G1, H1, N1, V1, Y2 (16)
b: e2, l2, p2, t2, D1, R1, U2, Z1, Z2 (9)
c: m1, s1, s2, t1, C1, K1, N2, Q2 (8)
d: a2, g1, M1, O2, T1, U1 (6)
e: d2, n1, M2, Q1 (4)
f: m2, p1, H2, R2 (4)
g: h1, i1, i2, K2 (4)
h: l1, G2 (2)
i: g2, Y1 (2)
j: v2, T2 (2)
k: v1, V2 (2)



Equivalence Graph

Solving Conjugate Matr ix  Bi f ids 8/19/23 12

a1
C2

s1
K1

i1
K2

g1M1

n1 M2

G1

l1G2

a2

O2

s2

i2

g2Y1

n2
Y2

U1

l2
U2

t1

h1

N1

N2

e1

m1

t2D1

h2
D2

e2R1

m2R2

H1

p1H2

V1

v1V2

A1b1 A2

p2

C1

T1

v2T2

b2

Q1
Q2

d1

Z1

Z2

d2



Find coordinates of pt and ct letters
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a: a1, b1, b2, d1, e1, h2, n2, A1, A2, C2, D2, G1, H1, N1, V1, Y2
b: e2, l2, p2, t2, D1, R1, U2, Z1, Z2
c: m1, s1, s2, t1, C1, K1, N2, Q2
d: a2, g1, M1, O2, T1, U1
e: d2, n1, M2, Q1
f: m2, p1, H2, R2
g: h1, i1, i2, K2
h: l1, G2
i: g2, Y1
j: v2, T2
k: v1, V2

a = (a,d)
b = (a,a)
etc.

A = (a,a)
C = (c,a)
etc.

primary secondary



Make a table for each keysquare
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Primary keysquare

Secondary keysquare

a b c d e f g h i k l m n o p q r s t u v w x y z

a a  a a  d g g  h c e  f   c c  k     

d a  e b  i a g  b f a  b   c b  j     

A B C D E F G H I K L M N O P Q R S T U V W X Y Z

a  c b   a a  c  d a   e b  d d a   i b

a  a a   h f  g  e c d  c f  j b k   a b

row

col

row

col



Reconstruct the keysquares
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a b c d e f g h i k l m n o p q r s t u v w x y z

a a  a a  d g g  h c e  f   c c  k     

d a  e b  i a g  b f a  b   c b  j     

A B C D E F G H I K L M N O P Q R S T U V W X Y Z

a  c b   a a  c  d a   e b  d d a   i b

a  a a   h f  g  e c d  c f  j b k   a b

a=2, b=5, e=4, d=1, c=4, g=3, etc.

1 2 3 4 5

1

2 a b c d e

3 h i

4 s t

5

1 2 3 4 5

1 Y M

2 A N

3

4 C K

5 D Z

row
col

row

col

Primary keysquare

Secondary keysquare



Can also reconstruct some plaintext
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C K N N T D R U  B K Q M I K C W  A H G F F Y R X  C Y B U T G N B  C D I G H V Z W

c a c g a c a c  ? ? c g e c d e  a a a f a h ? ?  c a i a ? ? d b  c a b a ? ? a h

d j b a b f d b  ? ? c g c a ? ?  ? ? i a b f ? ?  d j a h a c ? ?  a f a k b b ? ?

? ? t h e m a t  ? ? s i ? ? ? ?  ? ? ? ? e ? ? ?  ? ? ? ? ? ? ? ?  ? ? ? ? ? ? ? ?

a b c d e f g h i k l m n o p q r s t u v w x y z

a a  a a  d g g  h c e  f   c c  k     

d a  e b  i a g  b f a  b   c b  j     

A B C D E F G H I K L M N O P Q R S T U V W X Y Z

a  c b   a a  c  d a   e b  d d a   i b

a  a a   h f  g  e c d  c f  j b k   a b



One to practice on
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EX-1 CM Bifid. Cape Canaveral before NASA.                              PELKABO

BGSGCPALP YCYWFWWUT WDWVGNWAI EPVMGSHUG PWQPPHQKQ TPAZOFBZK GVOVCSCDS ZSDGVCAAO 
VWWSQYQCZ KVWWDIAUR QYPHXTPVT VCPVSTNTO SXVVCAMXW YPHCHSHSN VMEYLSPLL BZCDEWXHY 
XYPCATNOQ GHVGOTCBB HVFIM (begins: imagineforamomentadesolate)



Print out the 
handout and try 
it for yourself



Using this 
method for 
other cipher 
types



Same process works for Bifid
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IUEMMKX BADTADV QLEURMN EYMCLOR FTEENFK UMTGIBH IBFMNHC OTDAHIZ 
OTLOHNR ELXRNRI TOANOKN BKTKAUY OFETYEH ENDINGB FBTYXFT LDMOHCI

yandded icatedt 
OTTPPNO LFENHNL OYUGUIF UEGKFNB SUMEL

E1 E2 N1 N2 D1 D2 I1 F1 F2 B1 B2 T1 T2 Y1 CT

I2 N1 N2 G1 G2 B1 B2 Y2 X1 X2 F1 F2 T1 T2

Y1 A1 N1 D1 D1 E1 D1 I1 C1 A1 T1 E1 D1 Y1 PT

Y2 A2 N2 D2 D2 E2 D2 I2 C2 A2 T2 E2 D2 Y2

A B C D E F G H I K L M N O P Q R S T U V W X Y Z

c c c b a b a b d a f a

d a f a c c a e b b d e



...And for Trifids
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YUESEAVDK YSDDFFNNJ NINCKIB#G TKLPENNVW SSTSFFIGN RUNAGSHOY TFOFDINJH FBTADL
codebreak ingisthem

Y1 Y2 Y3 U1 U2 U3 E1 E2 E3 Y1 Y2 Y3 S1 S2 S3 D1 D2 D3

S1 S2 S3 E1 E2 E3 A1 A2 A3 D1 D2 D3 F1 F2 F3 F1 F2 F3

V1 V2 V3 D1 D2 D3 K1 K2 K3 N1 N2 N3 N1 N2 N3 J1 J2 J3

C1 O1 D1 E1 B1 R1 E1 A1 K1 I1 N1 G1 I1 S1 T1 H1 E1 M1

C2 O2 D2 E2 B2 R2 E2 A2 K2 I2 N2 G2 I2 S2 T2 H2 E2 M2

C3 O3 D3 E3 B3 R3 E3 A3 K3 I3 N3 G3 I3 S3 T3 H3 E3 M3

Y1=C1
S1=C2
V1=C3
Y2=O1
S2=O2
V2=O3

Y3=D1
S3=D2
V3=D3
U1=E1
E1=E2
D1=E3

U2=B1
E2=B2
D2=B3
U3=R1
E3=R2
D3=R3

... etc.



Trifids (continued)
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a: {A1,C1,E1,I1,S1,T1,U1,Y1,B2,C2,D2,E2,F2,N2,O2,S2,B3,G3,N3,S3,T3}
b: {D1,F1,G1,H1,K1,H2,I2,J2,R2,E3,Y3}
c: {M1,G2,D3,R3,V3}
d: {N1,O1,Y2,I3}
e: {M2,T2,F3}
f: {R1,U3}
g: {K2,A3}
h: {J3,M3}
i: {V2,O3}
j: {K3}
k: {A2}

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z #

1 a a b a b b b a b c d d f a a a a

2 k a a a a a c b b b g e a a b a e i d

3 g a c b e a d h j h a i c a a f c b



Other cipher types
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• 6x6 Bif id (try AC-1353)

• 6x6 CM Bif id

• Twin Bif id

• Twin Trif id

• Two-square and four-square

• Digrafid – a bit more complicated but same 
idea



THANK YOU

PELKABO
jashonder@gmail.com
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